AvOCO

SECURE The secure2trust Folder Monitor

T

#7 info@avocosecure.com

US: +1 415 839 9433

International: +44 207 851 6070

WWW.avocosecure.com

© Avoco Secure 2008 - All rights reserved.

Automatically protecting documents, saved to a specific location |




Introduction

The secure2trust folder monitor, monitors specific folders and sub-folders: applying pre-specified
protection policies to documents that are placed in those folders.

When a file is created in, copied or moved to the monitored folder, it will be protected controlling access
and content usage based on a specific security template, the latter being created by the secure2trust
Manager.

This security template contains settings that control who can access a document and what they can do
with the content of the document after access. The protection is persistently applied to the document and

once protected, even if that document is removed from the monitored folder, it will remain protected.

The Folder Monitor runs as a service and so can be used both on desktops and servers.

Benefits of using the secure2trust Folder Monitor

Runs as a service Allows centralised application of security policies

Persistent security Security not based just on location, once protected the documents will
remain protected both inside and outside the monitored folder

Automatic protection of No end user intervention, documents protected as they enter/are created

documents in, the specified location

Policy template creation secure2trust Manager used to generate the security policies that are
applied to the documents

Access Control support Support for multiple access control methods on document access:

1. Active Directory

Digital certificates

Windows Card Space

Password

Combinations of any of the above

vhwn

Document content controls Support for full control of document content, including:
1. Read only access
2. Secured collaboration
3. No copying of content (including using third party screen capture
devices, etc.)
4. No access in remote desktops or virtual machines

Watermarking Document watermarking supported

Date restrict documents Prevent access of a document based on date/time (no access until and
expire after)

Application support Support for Microsoft Office Word/Excel/PowerPoint XP/2003/2007 and

Adobe Reader 7 and 8
Operating system support Support for Windows XP and Vista: Windows server 2003 and 2008
Fast install and setup No license server setup required. Fast install and setup

For further details on the secure2trust Folder Monitor contact: info@avcosecure.com




