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secure 2 trust

secure2trust Version 7: Technical Specification

Supported Operating Systems (client)
Windows Vista (including SP1)
Windows XP Pro (SP1 and SP2)
Windows 2000 (SP4)

Supported Applications (client)

MS Office 2007 (Word, Excel and PowerPoint)
MS Office 2003(Word, Excel and PowerPoint)
MS Office XP (Word, Excel and PowerPoint)
Adobe Acrobat Reader 7 and 8

Other application support available ask for list

Supported portals/ECM
SharePoint 2003/2007
Documentum eRoom
Hummingbird portal
IBM FileNet

Intralinks

Groove

APl and Folder Monitor available

Supported File Formats

Word (.doc, .rtf, .mht, .docx, .docm)
PowerPoint (.ppt, .pptx, .pptm)
Excel (.xls, .xIsx, .xIsm)

PDF

Encryption Algorithm
Rijndael 256-bit AES algorithm
(Advanced Encryption Standard)
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Minimum System Requirements

Memory: ideally 512 megabytes of RAM
Hard Disk: 2 megabytes of free space

CPU Support: Single CPU Systems

Processor: Pentium compatible - 133 MHz or
higher

DRM Controls

e No print

e No content copying

e No editing (except forms)

e Read Only

e No open in virtual machine
e No open in remote desktop
e No access until...

e Expire after...

e Watermarking

Authentication Methods

e Active directory / NT Domains

e Digital certificate (incl. smart cards, USB
tokens, etc)

e Windows CardSpace

e GPS Location

e Password

e Anyone

e Anyone +issued certificate

Enterprise Options
e Audit of protected documents
e Settings of document security policies
e Control of end user client experience of
secure2trust
e Document recovery
e Super User
e User levels hierarchical access
e Creation of security templates
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secure2trust Enterprise: System requirements

Web Server

Hardware Requirements
CPU
RAM

Hard drive

Software Requirements

Operating System

Web Server

PHP

SQL Database Server

Hardware Requirements
CPU
RAM

Hard drive

Software Requirements

Operating System

SQL Server 2005 Enterprise

Edition
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Minimum
Pentium 3.4 GHz
1GB

20 GB

Minimum

Windows 2003 Server Standard Edition (SP2)

IIS 6 or Apache

PHP 5.2+

Minimum
Pentium 3.4 GHz
1GB

20GB

Minimum

Windows 2003 Server Standard Edition (SP2)
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Secure2trust Manager

Hardware Requirements
CPU
RAM

Hard drive

Software Requirements

Operating System

Secure2trust Client

Hardware Requirements
CPU
RAM

Hard drive

Software Requirements

Operating System

Microsoft Office version

Adobe Reader
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Minimum
Pentium 3.4 GHz
512 KB

20 GB

Windows:

2000 (SP4)

XP Pro (SP2 or 3)
Vista (Incl SP1)

Minimum
Pentium 3.4 GHz
512 KB

20 GB

Windows:

2000 (SP4)

XP Pro (SP 2 or 3)
Vista (Incl SP1)

2002
2003
2007



