AVOCO

secure 2 trust

Technical Specification

Supported Operating Systems
Windows XP Pro

Windows 2000

Windows Vista support available on
release of Vista

Supported Applications

Office 2007

Office 2003

Office XP

Office 2000

Adobe Acrobat Reader

Other application support available
ask for list

SharePoint 2003
Documentum eRoom
Hummingbird portal
Intralinks

Groove

API available

Supported File Formats

Word (.doc)

PowerPoint (.ppt)

Excel (.xls)

RTF

PDF

Application Support Wizard allows
support for other file formats, ask for
further information

Encryption Algorithm
Rijndael 256-bit AES algorithm
(Advanced Encryption Standard)

Minimum System Requirements
Memory: ideally 512 megabytes of RAM
Hard Disk: 2 megabytes of free space
CPU Support: Single CPU Systems
Processor: Pentium compatible - 133
MHz or higher

DRM Controls

No print

No content copying

No editing (except forms)
Read Only

No access until...

Expire after...

Document signing / time-
stamping (secure2sign)
Watermarking

Authentication Methods

Active directory / NT Domains
Digital certificate (incl. smart
cards, USB tokens, etc)

Site location code

Secure Teams

Password

Anyone

Application of the restrictions

The same restrictions whatever
authentication is used.

Individual restrictions depending
on the authentication method. For
example, if both password and
active directory authentication are
set then ‘no printing’ and ‘no
copying’ could be enforced if
password authentication was used
but only ‘no printing’ when
membership of an active directory
group was used.

Individual restrictions within an
authentication method. For
example, if active directory is
used for authentication, each
member or group selected may be
given individual restrictions.
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