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secure2sign Technical Specification

Supported Operating Systems
Windows Vista

Windows XP Pro

Windows 2000

Supported Applications
Microsoft Office Word:
2007

2003

Office XP

Office 2000

SharePoint 2007

SharePoint 2003

Groove

Other online portals and document
management systems

Please contact info@avocosecure.com for
PDF and tiff support

Certificate Support
Any X509 signing certificate

Minimum System Requirements
Memory: ideally 256 megabytes of RAM
Hard Disk: 2 megabytes of free space
CPU Support: Single CPU systems
Processor: Pentium compatible - 133 MHz
or higher

Language Support
English, other languages available on
request: email sales@avocosecure.com
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Does not use ActiveX controls, macros
or Visual Basic code. The ability to sign
without introducing active content:

@ Eliminates the possibility of
active content being
maliciously exploited.
Prevents the problem of
firewalls filtering out
documents with active
content.

Avoids conflicts with using
documents with active
content in secure
environments.

Ensures compatibility with
Microsoft Office 2007 default
native file formats (.docx)
that specifically exclude any
active elements (ActiveX,
scripts or macros).
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Checks Microsoft Office documents for
potentially malicious content before
you sign, to ensure that you don't sign
content that you are unaware of or
that may display differently at a later
date.

Uses patent applied for techniques to
prevent spoofing of the windows that
display signature details. This prevents
malicious programs from altering the
display of signatures e.g. displaying an
invalid signature as valid.

Is resistant to the attacks that have
been shown to affect other signing
programs
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