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Secure2email Features and Benefits 
Feature Benefit 

 

Encryption  

Encrypt the body content of an 
email 

Protect an email during transit, on the desktop and in archive 
 

Encrypt email attachments In transit 
 

Access Control  

Control access to an email Using digital certificates, password, active directory and combinations of 
these methods 

Control access using multiple 
factor authentication 

Support for digital certificates that require a PIN 

Assign different usage rights to 
different users 

e.g. recipient A can access the email three times, whereas recipient B can 
only access the email once 

Control After Access  

Prevent copying Prevent a recipient from copying the content of your email – even using 
third party screen capture mechanisms 
 

Prevent printing Stop a recipient printing out your email 
 

Number of times and email can 
be opened  

Allows you to set how many times a recipient can open an email, after the 
maximum number has been reached the email will no longer be accessible 
by that recipient 
 

No open in remote desktop Prevents circumvention of copy prevention using a remote desktop access 
of an email 
 

No open in virtual machine Prevents the opening of a protected email on a virtual machine (or 
similar) to prevent circumvention of copy protection 
 

Prevent access of an email 
before a certain date or after a 
certain date 

Allows you to finely control when an email can be accessed (down to the 
minute) – for example, set an email so the recipient can only access it on 
the 23rd January 2008 between 1-2pm 
 

Other Benefits  

No license server to install and 
configure 

Other email protection products require you to install and configure 
license servers to protect emails. Secure2email is a desktop install that 
takes seconds to install 

No database of users to manage Other email protection products require that users are co-opted into a 
database of users to use the system 

Protected emails created in 
Outlook can be accessed on any 
other email client 

Ensures that email recipients can receive protected emails on any email 
client (including web based email systems such as Gmail and Hotmail) 

Free viewer for recipients of 
protected emails 

http://www.avocosecure.com/downloads/viewers/secure2Eview.zip 


