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Direct Integration into Microsoft Outlook

Secure2emaill installs in seconds and becomes an add-in into Microsoft Outlook 2000-
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Simple, Just Click to Protect Your Emaills

Protect your emails: Set who can access the email and what can be done with the email
after access
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Set who can access your email: Digital Certificate holder

Use an individual’s identity, such as Active Directory membership or Digital Certificate ownership, or
set a password, to access an email

Digital certificates are used to identify
an individual. They are issued by a
certificate authority (CA) who checks
out the individual’s identity, and then
when they are satisfied that they are
who they say they are, the CA will
issue a certificate in that person’s
name.

To choose which digital

certificate holders can access

your email you will need the

public key of the individual’s
igital certificate.
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Set who can access your email: Active Directory

Using Active directory to control who can access an email is a useful method of ensuring that
emails do not go outside of your company network

secure2trust Protection for Untitled - Message (HTML)

¥/ Authenticaton
Active Directary
-4 Anyone
L= Certificate
L] =] Password

4 e "
Interface
L simpee |

| Template
_toad || sae |

oK J

||

| cancel |[ reb |

Active Directory and NT Workgrod

e par

¥ Domain Users \WniT: /STOCKSFIELD, Dom. ..
Steve M. Hitchen VT - [fSTOCKSFIELD fsteve

gsusm 2, morow WInNT: [fSTOCKSFIELD fsusa. .. Remove al

Authentication

\

[7] apply same rights restrictions to all ussrs

| T Digital Rights Controls

~ [¥]Mo copying | Mo aooess until | Expire after
| Mo prining [28/11/2007 27/11/2008 @~
16:55:00 | [1s:55:00 B
| Use GMT
[¥] o open in Remote Deskiop | This emad can only be accessed:
[¥] Mo open in virtual madhine T

[] Apply these settings whatever the authentication

Template

Detais

To ensure that only certain
members of your company
network can access an emaill,
choose these individuals (or
roups) from your active



Set who can access your email: Password
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Set who can access your email: Anyone

You can set access to an email so that no identifier is required, i.e. anyone can access the emaill
but the use of the email will be restricted.

In addition, you can extend the security of anyone access so that anyone can access the emaill if
they also have a digital certificate issued by a specified certificate authority.
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Set who can access your email: Using multiple methods of identity
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The rights restrictions that secure2email allow you to apply let you decide what a recipient can do
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Sending your protected emaill

Just click OK to set your protection then click Send as normal

Protected emails can be accessed using any email client both on the desktop and online (e.qg.
hotmail, Gmail, etc.)
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A free viewer for recipients of protected emails can be downloaded here (2MB):

http://www.avocosecure.com/downloads/viewers/secure2Eview.zip
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Accessing the protected emalil

Protected emails can be accessed in any email client as long as the recipient has the
secure2email full program or viewer installed.
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